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A. TITLE: Data Communications and Network Technology Lab
B. COURSE NUMBER: CITA 221

C. CREDIT HOURS (Hours of Lecture, Laboratory, Recitation, Tutorial, Activity):

# Credit Hours per Week 1
# Lecture Hours per Week

# Lab Hours per Week 2
Other per Week

D. WRITING INTENSIVE COURSE:

Yes
No X

E. GER CATEGORY: N/A

Does course satisfy a GER category(ies)? If so, please select all that apply.

[1-2] Communication

[3] Diversity: Equity, Inclusion & Social Justice
[4] Mathematics & Quantitative Reasoning
[5] Natural Science & Scientific Reasoning

[6] Humanities

[7] Social Sciences

[8] Arts

[9] US History & Civic Engagement

[10] World History & Global Awareness

[11] World Languages

F. SEMESTER(S) OFFERED:

Fall
Spring
Fall and Spring X

G. COURSE DESCRIPTION:

This hands-on lab course complements CITA 220, providing practical experience in networking.
This course introduces students to computer networking fundamentals, including structured cabling,
switch configuration, VLANSs, and routing. Using enterprise-class Cisco equipment, students will
configure, troubleshoot, and manage network infrastructure, gaining practical skills in network design and
maintenance.



H. PRE-REQUISITES: CITA 170, CITA 171, MATH 106

CO-REQUISITES: CITA 220

L. STUDENT LEARNING OUTCOMES:
Course Student Learning Outcome [SLO] Program Student
Learning Outcome GER ISLO & Subsets
[PSLO]
a. ldentify and describe structured cabling Documents &
standards, network equipment, and hierarchical Information 5
network design principles.
b. Construct Ethernet patch cables following TIA Tools
standards and validate cable functionality using 5
certification tools.
c. Configure and manage an Ethernet switch, Tools
including basic administrative settings and VLAN 5
configurations
d. Analyze network segmentation requirements Tools, Analyze &
and implement VLANs to enhance network Resolve Problems 5
efficiency and security.
e. Troubleshoot and resolve common network Analyze & Resolve
connectivity issues related to cabling, VLANSs, Problems 5
and routing.
KEY Institutional Student Learning Outcomes
[ISLO 1 -5]
ISLO # ISLO & Subsets
1 Communication Skills
Oral [O], Written [W]
2 Critical Thinking
Critical Analysis [CA], Inquiry & Analysis [IA], Problem Solving [PS]
3 Foundational Skills
Information Management [IM], Quantitative Lit, /Reasoning [QTR]
4 Social Responsibility
Ethical Reasoning [ER], Global Learning [GL],
Intercultural Knowledge [IK], Teamwork [T]
5 Industry, Professional, Discipline Specific Knowledge and Skills




J.

P.

Q.

APPLIED LEARNING COMPONENT:

Yes X
No

If yes, select [X] one or more of the following categories:

Practicum (Non- X Community Service
Clinical Placement)

Internship Civic Engagement

Clinical Practicum Creative Works/Senior Project

Practicum Research

Service Learning Entrepreneurship [program, class, project]

TEXTS: N/A
REFERENCES:

EQUIPMENT:
NN128 network lab

GRADING METHOD:
A-F

SUGGESTED MEASUREMENT CRITERIA/METHODS:
Lab projects, participation

DETAILED COURSE OUTLINE:

II.
III.
IV.

See below.

LABORATORY OUTLINE:

Introduction to structured cabling systems and standards
Introduction to the Cisco 3750 Ethernet Switch
Working with VLANs and backup/restore operations
Routing between VLANSs

Routing
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